(

Linux

( Linux  (JLA)

1999 12 14
Internet Week99

)

Internet Week99

©1999 Yasuhiro Araki, Japan Network Information Center




LINUX e ——— 2



Linux

Linux

OTP(One Time Password) SSH(Secure Shell)

tcp-wrapper  ipchains

Security Incident

home umask

IMAP daemon

Linux



3 Linux

Linux
3.1 Linux
Linux Linux
Linux
oS
) (O
Linux PC
Linux
) :Intel PC SPARC PowerPC
Intel PC SPARC
patch
OS Linux
)
aquarium  Cobalt Cube
NEC SGI PC Linux
Linux
PC Linux Web
3.2 Linux
Linux
)
)
( + + )
Linux



Linux
NT

Oracle RedHat
ApplixWare TurboLinux
Linux
Virus
Trinux
CorelLINUX
3.3
(1)
patch
CD
UNIX SMP
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® X Window: X
TCP/IP  port/6000 Xauth
XFree86-3.3.2 Xserver setuid



(canna wnn )
SKK telnet
EUC
VINE libcanna canna
vi
svgalib fb gtk qt
gtk

NFS RPC NIS
portmapper(/sbin/portmap)

inetd (finger, talkd )
inetd ps
Linux bash
static link
shell
sash (static A shell) static link
foreach
letc/init/*
Debian bash sash
history Linux



Linux ext2

ext3 afs SGI
XFS kernel-2.4
XFES
® NFS
kernel-2.2 nfsd
NFS knfsd
(kernel nfsd)
)
URL
Vine Debian Kondra IRC
Vine Linux http://vine.flatout.org/errata.html
Debian GNU/Linux http://www.debian.org/security/
Kondara http://www.kondara.org/
Plamo Linux http://www.linet.gr.jp/~kojima/Plamo/
redhat http://www.redhat.com/corp/support/errata/
Securityfocus http://www.securityfocus.org/




Linux ( )

4.1
generic 40
SCSI NFS SMB NCP
CDROM ISDN
kernel-2.2.13
kernel-2.0 security fix patch
4.2
® SCSI CDROM NIC
NIC Linux
NIC (multi cast IPv6 )
) a.out
a.out elf
a.out
()
NFS SMB NCP appletalk CONFIG_FIREWALL
CONFIG_FIREWALL IP change
IP accounting
syn-flood SYN_COOKIES=y
4.3
Linux /proc
IPv6



/proc/sys/kernel/file-max
/proc/sys/kernel/inode-max
/proc/sys/vm/freepages

) patch
root

4.4 TCP syn flood

TCP hand shake

patch

kernel-2.0.3x/2.2

CONFIG_SYN_COOKIES=y

/proc/sys/net/ipv4/tcp_syncookies

4.5

® KernelNotes.org

® kernel Traffic
web

® LinuxHardware.net

® Alan Cox's Diary
Alan Cox

http://www.linux.or.jp

1 UNIX

Web

http://www.kernelnotes.org/

http:/kt.linuxcare.com/

http://www.linuxhardware.net/

http://www.linux.org.uk/diary/




°
IMAP SSL
[
mailing-list
Sl
)
apache nobody 1024 port
[ .
sendmail
[
)
port 113 ident
ftp Web
ident-client
5.2 login
® login



login

° (/etc/passwd)
letc/shadow
DES
PAM(Password Authentication Module)
MD5 SHA1
DES
Debian
°
( )
promisc mode  NIC
"ifconfig -a"
ifconfig Isop

OTP (One Time Password)

°
telnet ftp Windows
10 1 POP
IMAP
POP IMAP
5.3 telnet r
login login



.rhosts

5.4

/etc/inetd.conf

nobody WWW skk
IMAP  mail
noboddy skk inted.conf
skkserv stream tcp nowait nobody /usr/sbin/tcpd /usr/sbin/skkd-cdb
chroot()
/var/local_hostl /var/local_host2 chroot
wu-ftpd
ftp Is
5.5 OTP SSH
® OTP (One Time Password)
OPIE
telnet ftp OTP letc/opiekeys
MD5
® APOP
OTP POP( )

Outlook-Express  Netscape/Messenger APOP
APOP OTP

® SSH(Secure Shell)
SSH

local-secure
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SSL
1
SSH IP

RSA Diffie-Hellman
SSH F-Secure

Laser5 SSH
10 OpenSSH
(http://www.openssh.com/)

OpenBSD
OTP SSH
OoTP
OoTP OoTP
OoTP
ftp Windows ffftp Mac fetch telnet
TeraTerm
SSH
r
rsh ssh r
( RSA  Diffie-Hellman )
(tunneling)
APOP POP  SSH
OTP SSH
OoTP
SSH
100Mbps
LAN Pentium-II
CPU 100Mbps ftp 1/3
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tcp-wrapper(libwrap)

6.1 tcp-wrapper

6.2

guest 9
17 root 24 Linux (
) ipchains
tcp-wrapper {usr/sbin/tcpd
letc/hosts.allow  /etc/hosts.deny tep-
wrapper-7.2 hosts.deny hosts.allow
libwrap configure

--with-libwrap
man 5 hosts_access

/etc/hosts.allow

°
ALL: ALL: ALLOW

°
ALL: 10.0.0.0/255.0.0.0: ALLOW
ALL: ALL: DENY

°
imapd: 10.1.1.0/255.255.255.0: ALLOW
in.ftpd: ALL: ALLOW
ALL: ALL: DENY

[

SOHO

tcp-wrapper

tftp
finger portmapper NBT snmp exec login shell X

B ipchains

Linux (Linux )
Cisco
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input output forward

( )

source dist protocol interface

1P
Linux
PC pppoO
eth0 ppp
Linux
1.5Mbps
486CPU

® ipchains
tcp_wrapper

IMAP
ipchains tcp-wrapper

NAPT(IP )

NAPT+cipe VPN
® ipchains

ipchains IP
( ) NIC
NAPT tcpd
( squid )
ipchains IP http
Squid/DeleGate
( ) PC

proxy
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. permission resource sudo PAM

root
root
root root
world writable ?
sendmail-8.8
world-writable

umask
immutable write syslog

(Linux  ext2 )

nodev, nosuid, noexec
nodev
noexec
setuid setuid
/bin/mail  setgid mail
shell : limit/ulimit
login
sudo
root
su web
apache restart
root
root apachectl restart
shell script
root sudo
su sudo
sudo

PAM

PAM(Password Authentication Module)
DES
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7.2

7.3

7.4

SHA1
tcp-wrapper

fetc/pam.d/

DoS
web
web
)
Linux
)
UPS
3
Linux UPS
apcupsd
UPS
Linux
Linux Mail
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login

APC
(2 )
UPS shutdown
FREQUPS

UCE
DoS
UCE



DoS

DoS
7.5 ?

RFC2142

abuse postmaster hostmaster e-mail
JPCERT/CC ISP

8.1

)

g « )

)

g ( )
8.2

patch
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ps top df

mon

(http://ftp.kernel.org/software/mon/ )

)
ntp
)
® SNMP uptime
® Web
8.3 log
° syslog
syslog
)
syslog udp
/var/log/syslog
cyclog Syslog-ng
[ log
log
iplogger
TCP UDP
)
telnet
port

17 -

DNS www ping

snmpd

(/etc/syslog.conf

syslog

syslog

web  ftp

ICMP



log
log

news:alt.2600

syslog-summary

(

Xlogmaster

URL

http://www.gnu.org/software/xlogmaster/

GNU tool GTK+

pager
swatch

MTA
sendmail
postfix
gmail
WWW
analog
weblaizer
ftpd
xferstats

tripwire

promisc

tcpdump

/proc  syslog

syslog_stats.pl
pflogsumm.pl

gmailanalog
DB
promisc
iptraf
libpcap SFC
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NFR(Network Fright Recorder):
( )

JAVA
8.4
ISO
CD-R HDD
°
L] letc  /home
°
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Linux F-Secure Virus

Linux

)OS

Vine Debian Slackware
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